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Think you received a suspicious email? Report it. If you're concerned that an email you've received is fraudulent, or you want to confirm that the email is really from Fidelity, we can help you verify that it is legitimate. Please send a message to phishing@fidelity.com with the following information:

an email details of a phone call asking for personal information or threatening a lawsuit If you receive a suspicious phone call, you can help HMRC ’s investigations by providing:  Handling a suspicious unopened mail item: Do not open any mail item that appears suspicious. Isolate the suspicious mail item and place it in a plastic bag or container and seal it. If you do not have a bag or container, then cover the mail item with anything (e.g. clothing, paper, trash can, etc.) and do not remove this cover.  If you are a member of the security community and need to report a technical vulnerability, please visit our Bug Bounty Program site.. If you want to report abusive behavior, spam, email scams, connectivity problems, or other nonsecurity issues, or if you are having problems with your Yahoo account, please visit our security help page.  Report any suspicious email using the Report Phish to Duke found in all Outlook email clients. Report any suspicious calls or text messages to your local IT support or security@duke.edu. Remember that phone numbers can be spoofed. If a call seems suspicious, hang up. If you don't recognize the incoming number, consider not answering the call.  May 15, 2020 ·  Have a suspicious (phishing) email? If you’re aren’t sure of an email that claims to be from Spotify--or if the sender email does not end in @spotify.com’--don’t click any links or provide information. If you already did: Reset your password. Change your password on any other sites where you use the same password. 

Identify legitimate emails from the App Store or iTunes 

Do not use any contact information provided in the suspicious email. Your personal email platform may allow you to report phishing. On Gmail there is a drop-down menu next to the reply button with that option. You can also forward a phishing email to the U.S. Federal Trade Commission at spam@uce.gov and reportphishing@apwg.org.  

eBay Security Center

Suspicious Mail Dangerous mail includes mail bombs, hoax devices, suspicious substances, or any matter that may cause harm. The likelihood of anyone receiving a harmful biological or chemical agent is extremely remote.  Some common tip-offs that an email is phony are typos, grammatical mistakes, awkward language, missing words, extra spaces, and other signs that the email was written unprofessionally. Such emails might also ask you to look at an attachment or click a link and then give your personal information on a Web page or in a form.  Apr 26, 2020 ·  To report to suspicious emails to Microsoft when using Outlook.com: Select the phishing email you want to report. Select Junk in the Outlook toolbar and choose Phishing in the drop-down menu. Select Report to send Microsoft a phishing email notice.  Criminals use malicious email and websites to try to trick you into revealing your password or other sensitive information or to infect your computer with malware. Phishing email often uses urgent language, asks for personal information,  Jun 19, 2018 ·  What to do with a suspected malicious email The answer to this is quite simple: delete the email. You can ignore it and let it fester in your inbox or you can get rid of it and send it to trash, where it will be permanently dumped from your email client in a set amount of time.  When you get an email that looks suspicious, here are a few things to check for: Check that the email address and the sender name match. Check if the email is authenticated. Hover over any links  Feb 23, 2018 ·  If you received a suspicious email, please forward it to reportphishing@apple.com. If you're on a Mac, select the email and choose Forward As Attachment from the Message menu. If you think you might have entered personal information like a password or credit card info on a scam website, immediately change your Apple ID password. 
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